UIC ELECTRONIC SECURITY

wersrvoriLngs @ BEIVACY [OFRT Electronic Security and Privacy: Technological, Human, Enterprise and Legal Considerations

| can’t believe she wrote that on !
UIC Patterns of self-disclosure in ’s reviews

UNIVERSITY
e by Federica Fornaciarit, C. Ranganathan?, and V.N. Venkatakrishnan3

1 Department of Communication, 2 Department of Information and Decision Sciences, 3 Department of Computer Science, University of lllinois at Chicago

- .. D 4 , v m———
1. motivations 2. theoretical context  amazoncom

e As online product reviews become ubiquitous, many individuals write When engaging in self-disclosure online, one weighs the potential for Amazon developed the following “ " to characterize reviewers:

and rely on them. Amazon is the biggest online retailers in the world. publicity and sociality against the risks for privacy infringements: - reviewers who have been highly ranked in terms of

helpfulness, in a longitudinal basis
e When reviewing products, one may share and e social media facilitate , online - reviewers who received a free product for review
about the self or about other people. Consequent privacy formation, development, psychological - reviewers highly ranked in terms of helpfulness, in a
risks include de-anonymization, identity theft, loss of reputation, and ,and (Ellison et al,2011). product-by-product basis
psychological harm. e self-disclosure online, though, also entails risks of
and (Acquisti & Gross, 2006), commercial Additional badges include:
e The current study addresses this critical issue by examining the use of personal information, and damages to reputation. : , and
in amazon.com’s product reviews.
Sensitivity of information is positively correlated to “the potential loss * Amazon includes different “ " of products, as the following:

e For example, here’s part of a sensitive review written by a user who associated with the disclosure of that & awea * baby, beauty, collectibles, electronics, jewelry, music, sports and

reveals her and and who posts a video of her son: information” (Mothersbaugh et al., 2012). i\, ET (S t",? ‘“ e outdoor, and many more...

[ About LIWC2007 =

“this is my video review of playing with (name of We measured information sensitivity using SR  Different” " of products may encourage a J 7

product). Little (name of the kid) in this video at the end of the purchased software > reviewer to reveal different types of information, %) Q‘Q‘

the month [...]. Our daughter had 6 teeth for textual analysis (Pennebaker T more or less personal, and more or less | & @ )
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4. RQs & design

RQl - To what extent do Amazon’s reviewers expose e Compared to average levels of disclosure (Pennebaker et al., 2007), Further research could investigate ways to provide:
when reviewing a product? Amazon’s reviewers share significantly higher levels of sensitive
s there a relationship between disclosure of sensitive information and: information related to family, humans, positive emotions, negative e usable that inform end-users when they input
RQ2 - use of a ? emotions, sadness, cognitive mechanisms, concerns related to work, privacy sensitive reviews (for example, as pop-up windows)
RQ3 - disclosure of one’s ? achievements, leisure and money. * appropriate in case the system finds
RQ4 - of the reviewed? certain reviews to be sensitive
RQ5 — type of ? e Those who use a or disclose their reveal
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